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Cybersecurity and Plant Operations July 2021

Did You Know?

+ Cybercriminals use sophisticated malware (j.e, malicious software)
to take advantage of system vulnerabilities.
+ Cybercriminals are increasingly using ransomware attacks, in which
they hack a system and block access to it unless a ransom is paid.
* More employees are working remotely, increasing opportunities
for cybercriminals. According to a 2017 study, a cyberattack occurs every
39 sec. The frequency of cyberattacks is expected to increase to every
11 sec in 2021 (www.embroker.com/blog/cyber-attack-statistics).
[o Cyberattacks pose a major risk to facilities in the chemical process * Phishing is when an attacker sends emails, supposedly from
industries (CPI). reputable sources, to dupe individuals into revealing personal information.
These attacks are a primary entry method for malware.
+ Cyberthreats can enter company systems through emails, links,
attachments, and portable storage devices (e.g, flash drives).
+ 90% of cybersecurity breaches are caused by human error
(wwwi.cybintsolutions.com/employee-education-reduces-risk).
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